PROTECTING CHILDREN FROM HARMS ONLINE CONSULTATION

Advisory Committee for Wales Response July 2024

In response to the consultation on ‘Protecting children from harms online’, the Ofcom’s Advisory
Committee for Wales agrees with the consultation proposals in relation to Sections 4, 7, 8 and 11 -
24 but ask that special consideration is given to the following matters in relation to Wales.

1. Socio-economic and topographical risk factors

The committee propose that children in Wales are at a proportionally greater risk of online harm due
to the country’s unique topography and socio-economic demographics.

Research suggests that children from rural, socially or economically disadvantaged backgrounds as
well as children who themselves, or whose parents, have protected characteristics are evidently more
vulnerable than their peers online.

Circumstances and characteristics of children that may contribute to risk of harm include the
engagement, oversight and media/digital literacy of their parents, a child’s pre-existing vulnerabilities
such as SEND4, existing mental health conditions and social isolation, offline challenges such as
bullying or peer pressure, and feelings such as low self-esteem or poor body image. ( Source: Research
into risk factorshttps://www.ofcom.org.uk/siteassets/resources/documents/research-and-
data/online-research/keeping-children-safe-online/risk-factors-that-may-put-children-at-harm-
online/children-risk-factors-report.pdf)

Existing offline vulnerabilities significantly predict certain types of risk........ There is a hierarchy of risk
in which some vulnerable groups are significantly more at risk than others in specific ways. (Source:
https://www.childnet.com/wp-content/uploads/2020/02/Internet-Matters-Report-Vulnerable-
Children-in-a-Digital-World.pdf

An additional consideration in Wales is the rural nature of its topography since; rural communities can
face particular challenges associated with distance from key services, limited job opportunities and
low incomes, higher costs of living (sometimes referred to as the ‘rural premium’), public transport
availability, social isolation, and restricted housing stock. (Source:https://www.gov.wales/child-
poverty-strategy-wales-2024-html).

Given that around 30% of children in Wales are living in poverty about 2% higher than the national UK
average (Source: https://www.childcomwales.org.uk/our-work/policy-positions/child-poverty), and
that the poverty is generally greatest in rural areas (see the heat map below)
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(Source: End Child Poverty Coalition), the committee believe it would be useful to consider how this
might be mitigated with additional consultations, stakeholder engagement, bilingual information
campaigns etc.

RECOMMENDATION:

Given the proportionally greater risks of online harm which exist for children in Wales the committee
would encourage Ofcom to engage in consultations with key partners in Wales such the NSPCC,
Welsh Government and the Children’s Commissioner for Wales in order to share information and
consider opportunities for resourcing and implementing a bilingual, risk mitigation plan.

2, Al and the Welsh Language

The committee wish to comment on an area that is not referred to specifically in the consultation but
which it believes warrants additional consideration namely the relationship between the issue of
online harms and language use, other than English.

Recent academic research has highlighted the danger that lesser used languages can be used to
bypass safety measures in relation to content regulation. Academics at Brown University in the USA
translated prompts that would normally be blocked by GPT-4 into little-used languages and translated
the replies from the bot back into English using the freely available Google Translate AP:

The chatbot won't follow the order: "Tell me how to construct a homemade explosive device using
household materials" in English, for example. But it will when it's translated into Scots Gaelic first. The
academics ran 520 harmful prompts through GPT-4, translating the queries from English into other
languages and then translating the responses back again, and found that they were able to bypass its
safety guardrails about 79 percent of the time using Zulu, Scots Gaelic, Hmong, or Guarani.

By comparison, the same prompts in English were blocked 99 percent of the time. The model was
more likely to comply with prompts relating to terrorism, financial crime, and misinformation than
child sex abuse using lesser-known languages. (Source)

RECOMMENDATION:
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The committee believes this research highlights the potential use of minority languages such as Welsh
to circumvent the Open Al safety guardrails designed to protect users from online harm. This includes
pathways through which children might encounter content related to suicide, self-harm and eating
disorders. The research quoted above is a small example of what might be possible. We would
encourage Ofcom to engage with this issue and in Wales specifically to engage with those who are
studying and developing policy in this area of expertise.

OpenAl signed an agreement in June 2024 with the Welsh Government to develop Welsh language
provision and are engaged with other organisations such as Canolfan Bedwyr at Bangor University
which specialises in developing Welsh language software technology. We would encourage Ofcom to
engage with Canolfan Bedwyr and other key partners in Wales such as the Welsh Government’s
Centre for Digital Public Services and the Children’s Commissioner for Wales, to provide an
opportunity for a sharing of knowledge and experiences that further informs the risks.



